Cisco 640-553 questions and answers

640-553 Practice Test
Cisco IINS Implementing Cisco I0S Network Security

640-553: IINS Implementing Cisco I0OS Network Security

Practice Exam: 640-553 Exams ~ N \an
Exam Number/Code: 640-553 - Questio
Exam Name: IINS Implementing Cisco IOS Network Security y &Answers
Questions and Answers: 133 Q&As : o
(CCNA)

For candidates making preparation for the Cisco 640-553 questions and Exam : 640-553

answers, what they most desire is to easily pass the 640-553 (IINS

Implementing Cisco I0S Network Security) exam. ItCertHome 640-553 includes 133 questions and answers, which
are collected and collated by experts of Cisco. With our 640-553 study materials, you can successfully take Cisco
certification of 640-553 exam and go further on Cisco career path.

Free 640-553 Demo

we provide Cisco 640-553 demo exam for free (in PDF format ) before you decide to purchase it. Thus,you can know

better about the quality of our practice exam and then make your right decision.

ItCertHome Test tool's advantages:
High Quality and Value of 640-553 exam
[tCertHome Cisco CCNA 640-553 Practice Questions is developed and finished by Cisco technical team , cover every

field of the exam . Besides, we have verified 640-553 answers,almost 100% correct.

100% Guarantee to Pass 640-553 Exam
We promise to give you FULL REFUND if you fail the CCNA 640-553 certification(Cisco Certified Network Associate)

with the use of our [tCertHome testing engine.

640-553 Self Test Mode

[tCertHome provides a simulated and interactive environment where you can test your knowledge and skills about 640-
553 to ensure enough assurance in real testing center.

Periodic Updates of ItCertHome 640-553

Once there is some change on Cisco 640-553 exam, we will update it timely, and the product you buy will be updated
within 90 days for free.

Professional and Efficient Service

We offer 7*24 customer support via diverse channels: LIVE CHAT,MAIL.Expeciting the communication with you about

IT certification.

The Questions & Answers cover the latest real test and with all the correct answer.we promise the Q&A for Cisco
CCNA 640-553 examination of original title complete coverage.ltCertHome 640-553 Braindumps Questions &
Answers help you pass the exam. Otherwise,we will give you a full refund.

We promised that use ItCertHome Q&A ensure you pass the exam at your first try.

1. The Q&A are from cooperation exam center of the real original title,summaried by our professional team and
collated by senior IT lectured in co-training center to make sure the professional quality of the Q&A. The correctly of
the Q&A is 100%, the coverage of 640-553 Q&A are more than 96%.All you need to study the whole 640-553 Q&A
before you participate the certification exam,it should be possible to easily complete the exam and pass the

certification.


http://www.itcerthome.com/640-553/
http://www.itcerthome.com/640-553/
http://www.itcerthome.com/640-553/

2. ltCertHome to all the Q&A, we promised "do not pass the exam give you a full refund". If you buy our 640-553 Q&A
and did not pass the exam at the first try. You can take the examination report card that stamped with PROMETRIC
or VUE test centers Seal. we will refund your full cost of 640-553 Q&A, absolutely guarantee you interests have no
losses.(For a full refund details)

3. ItCertHome professional IT Q&A vendors, we provide well after-sale senice. To all the customers buy the Q&A, we
provide track senice. when you buy the Q&A with in one year. you can enjoy the upgrade Q&A senice for free. If in
this period, the certified test center change the 640-553 Q&A, we will update the Q&A in the first time, and provide
you the download update for free.

Cisco 640-553 Test belongs to one of the CCNA certified test, if needs to obtain the CCNA certificate, you also need
to participate in other related test, the details you may \isit the CCNA certified topic, in there, you will see all related
CCNA certified subject of examination.

640-553

[tCertHome professional provide CCNA 640-553 the newest Q&A, completely covers 640-553 test original topic. With
our complete CCNA resources, you will minimize your CCNA cost and be ready to pass your 640-553 tests on Your
First Try, 100% Money Back Guarantee included!

This 640-553 PDF demo do not include the questions and answers's picture:

Exam : Cisco 640-553
Title : IINS Implementing Cisco I0S Network Security

1. Which of these correctly matches the CLI command(s) to the equivalent SDM wizard that performs similar
configuration functions?

A. Cisco Common Classification Policy Language configuration commands and the SDM Site-to-Site VPN wizard
B. auto secure exec command and the SDM One-Step Lockdown wizard

C. setup exec command and the SDM Security Audit wizard

D. class-maps, policy-maps, and senice-policy configuration commands and the SDM IPS wizard

E. aaa configuration commands and the SDM Basic Firewall wizard

Answer: B

2. Which characteristic is the foundation of Cisco Self-Defending Network technology?
A. secure connectivity

B. threat control and containment

C. policy management

D. secure network platform

Answer: D

3. What will be disabled as a result of the no senice password-recovery command?
A. changes to the config-register setting

B. ROMMON

C. password encryption senice

D. aaa new-model global configuration command

E. the xmodem privilege EXEC mode command to recover the Cisco IOS image
Answer: B

4. During role-based CLI configuration, what must be enabled before any user views can be created?
A. multiple privilege levels

B. usernames and passwords
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C. aaa new-model command

D. secret password for the root user
E. HTTP and/or HTTPS senver
Answer: C

5. What are two characteristics of the SDM Security Audit wizard? (Choose two.)

A. displays a screen with Fix-it check boxes to let you choose which potential security-related configuration changes
to implement

B. has two modes of operationinteractive and non-interactive

C. automatically enables Cisco IOS firewall and Cisco IOS IPS to secure the router

D. uses interactive dialogs and prompts to implement role-based CLI

E. requires users to first identify which router interfaces connect to the inside network and which connect to the
outside network

Answer: AE

. Which access list will permit HTTP traffic sourced from host 10.1.129.100 port 3030 destined to host 192.168.1.107?
. access-list 101 permit tcp any eq 3030

. access-list 101 permit tcp 10.1.128.0 0.0.1.255 eq 3030 192.168.1.0 0.0.0.15 eq www

. access-list 101 permit tcp 10.1.129.0 0.0.0.255 eq www 192.168.1.10 0.0.0.0 eq www

. access-list 101 permit tcp host 192.168.1.10 eq 80 10.1.0.0 0.0.255.255 eq 3030

. access-list 101 permit tcp 192.168.1.10 0.0.0.0 eq 80 10.1.0.0 0.0.255.255

. access-list 101 permit ip host 10.1.129.100 eq 3030 host 192.168.1.100 eq 80

Answer: B
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7. What are three common examples of AAA implementation on Cisco routers? (Choose three.)

. authenticating remote users who are accessing the corporate LAN through IPSec VPN connections
. authenticating administrator access to the router console port, auxiliary port, and vy ports

. implementing PKI to authenticate and authorize IPsec VPN peers using digital certificates

. tracking Cisco Netflow accounting statistics

. securing the router by locking down all unused senvices
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. performing router commands authorization using TACACS+
Answer: ABF

8. Which aaa accounting command is used to enable logging of both the start and stop records for user terminal
sessions on the router?

A. aaa accounting network start-stop tacacs+

B. aaa accounting system start-stop tacacs+

C. aaa accounting exec start-stop tacacs+

D. aaa accounting connection start-stop tacacs+

E. aaa accounting commands 15 start-stop tacacs+

Answer: C

9. What is a result of securing the Cisco I0S image using the Cisco IOS image resilience feature?

A. The show version command will not show the Cisco IOS image file location.

B. The Cisco IOS image file will not be visible in the output from the show flash command.

C. When the router boots up, the Cisco IOS image will be loaded from a secured FTP location.

D. The running Cisco I0S image will be encrypted and then automatically backed up to the NVRAM.
E. The running Cisco IOS image will be encrypted and then automatically backed up to a TFTP server.
Answer: B

10. Refer to the exhibit. Which statement is correct based on the show login command output shown?
A. When the router goes into quiet mode, any host is permitted to access the router via Telnet, SSH, and HTTP,
since the quiet-mode access list has not been configured.



B. The login block-for command is configured to block login hosts for 93 seconds.
C. All logins from any sources are blocked for another 193 seconds.

D. Three or more login requests hawve failed within the last 100 seconds.

Answer: D

11. Refer to the exhibit. What does the option secret 5 in the username global configuration mode command indicate
about the enable secret password?

A. It is hashed using SHA.

B. It is encrypted using DH group 5.

C. It is hashed using MD5.

D. It is encrypted via the senice password-encryption command.

E. It is hashed using a proprietary Cisco hashing algorithm.

F. It is encrypted using a proprietary Cisco encryption algorithm.

Answer: C

12. Refer to the exhibit. Which statement about the aaa configurations is true?

A. The authentication method list used by the console port is named test.

B. The authentication method list used by the Wy port is named test.

C. Ifthe TACACS+ AAA sener is not available, no users will be able to establish a Telnet session with the router.
D. If the TACACS+ AAA senver is not available, console access to the router can be authenticated using the local
database.

E. The local database is checked first when authenticating console and \ty access to the router.

Answer: B

13. Which four methods are used by hackers? (Choose four.)
Select 4 response(s).

A. footprint analysis attack

B. privilege escalation attack

C. buffer Unicode attack

D. front door attacks

E. social engineering attack

F. Trojan horse attack

Answer: ABEF

14. Which location is recommended for extended or extended named ACLs?

A. an intermediate location to filter as much traffic as possible

B. a location as close to the destination traffic as possible

C. when using the established keyword, a location close to the destination point to ensure that return traffic is allowed
D. a location as close to the source traffic as possible

Answer: D

15. What does lewel 5 in the following enable secret global configuration mode command indicate?
router#enable secret level 5 password

A. The enable secret password is hashed using MD5.

B. The enable secret password is hashed using SHA.

C. The enable secret password is encrypted using Cisco proprietary level 5 encryption.

D. Set the enable secret command to privilege level 5.

E. The enable secret password is for accessing exec privilege level 5.

Answer: E
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